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CITY OF BAKERSFIELD 
ERRONEOUS IRS FILINGS 

SUMMARY: 

In March 2021, the City of Bakersfield (City) was alerted to erroneous Form 1099-R filings that 

were transmitted to the Internal Revenue Service (IRS) regarding pension distribution income for 

current and former employees.  Upon becoming aware of this, the City retained outside counsel 

to work with the IRS to determine the extent of this error and the source of the data filings.  An 

email was sent to all current employees to look for notices from the IRS and contact the City if 

anything was received.  Retirees were not informed until four months later.  Subsequently, the 

City sent corrected 1099-R forms to approximately 1,800 employees and retirees. 

The question before the Grand Jury and the public, at this time is…was this an erroneous IRS 

filing or a data breach? 

PURPOSE OF INQUIRY: 

The 2021-2022 Kern County Grand Jury (Grand Jury) received a complaint from a concerned 

City resident regarding the 1099-R notices and the manner in which the City handled these 

erroneous filings.  Pursuant to California Penal Code sub section (§) 925a, the Grand Jury 

conducted an inquiry.  

METHODOLOGY: 

The Grand Jury interviewed City officials and affected current and retired City employees.  City 

emails and correspondence to employees and retirees were also reviewed.  Additionally, the 

Grand Jury conducted internet research regarding Kern County data breaches and erroneous IRS 

filings.  

DISCUSSION OF FACTS: 

In March 2021, several current and former City employees informed the City Finance 

Department they received notices from the IRS that they owed taxes on their 2019 tax filings.  

These notifications stated that the 1099-R forms, filed by the City with the IRS in April 2020, 

had not been declared on their personal taxes.  (See Appendix A) 

Since March 2021, the City hired an outside attorney to assist in resolving this error.  The City 

then sent corrected 1099-R forms to the IRS with copies sent to each employee and retiree.  (See 

Appendix B) 
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The Grand Jury noted the following: 

A. In March 2021, all current City employees were informed of the erroneous filing via

interoffice email; however, retirees were not informed until July 21, 2021, via US

mail.  (See Appendix C)

B. The City’s tax identification number, which is public information, was used in the

erroneous filings.

C. City employee/retiree social security and/or tax identification numbers were

accessed and used in the erroneous filings in spite of the fact they are not public

information.

D. The erroneous filings were created using 2016 employee tax data.

E. As of September 30, 2021, IRS notices were still being received by employees and

retirees.

F. The traditional IRS 1099 Form reports income other than the IRS W-2 Form.  The

1099-R is income of retirees.  Normally, current City employees do not receive

1099-R Forms:

 The California Public Employees Retirement System (CalPERS) normally

issues 1099-R Forms to City retirees.

 Beginning in March 2021, current and retired City employees received IRS

Notices regarding 1099-R erroneous filings.

 Not realizing they had the capability to create 1099-R forms and in an

effort to help correct the error, City Officials stated they had to procure a

software program to create corrected 1099-R forms.  These were then sent

to the IRS and employees/retirees.

G. City Officials state that, eventually, an in-depth analysis by the City’s software

provider revealed that, indeed, the erroneous filing was caused by human error on

the part of City employees.  City Officials provided a synopsis of the error:

Recently our outside counsel, retained to look into the 1099-R filing for 2019, was

able to receive additional information from the IRS that confirmed that the file

submitted was in fact sent to the IRS in January 2020 by the City.  This was the first

definitive statement we were able to receive from that agency on that particular

aspect of the matter since we became aware of the problem.  This of course

prompted staff to delve deeper into these reports and we were able to confirm that

the source of these 1099s was through our Central Square software system and

uploaded to the IRS by City staff.

H. The City does not consider this a data breach.
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I. Initially, City Officials reported that they could not generate and/or issue 1099-R

forms.  Then, the above mentioned synopsis revealed that, indeed, the City can

produce them:

…As a reminder, initial discussions with their support staff months ago was that the 

system would not have generated a 1099-R because it was not configured to do so.  

That statement has proved to be incorrect or at the least misinterpreted.  We have 

now been told a 1099-R could be generated in error and the system would pull YTD 

(year to date) wage info (information), reporting that as a pension distribution.  

That is despite the fact that the City does not distribute retirement payments and the 

system is not configured to track pension costs.  With that, we now know that a file 

was created erroneously by staff as finance prepared the tax filings required for 

City vendor payments (1099-MISC).  That data was included in electronic data file 

submitted by Technology Services to the IRS early in 2020.  When no employee or 

retiree included that reported income, it prompted the numerous IRS notices we 

have seen in 2021.   

 The above mentions synopsis further states…Moving forward Finance and TS staff 

will update procedures for 1099 filings to prevent this type of error in the future.  

This will include confirming with the finance staff that the data filed pulled from the 

server contains the correct number of records, agreeing to the 1099 file staff had 

been working from and performing spot checks to that data before submitting the 

records to the IRS. 

J. This erroneous filing error has cost the City in terms of outside attorney fees,

staffing hours, and employee/retiree worry and anguish.  The City synopsis

continues:

This 1099-R issue has taken an extensive amount of time and resources from staff 

and our departments and caused unnecessary concern among both current 

employees and retirees of the city.  Design deficiencies within the ERP allowed a 

file to be created that reported pension distributions when no such data even 

existed.  In addition, slow responses from the IRS and misinformation from our 

software provider have exacerbated the problem. That does not take away the fact 

that employees made a string of errors that ultimately lead to erroneous 

information to be reported to the IRS.  

K. To the best of their ability, the City has extended support to their employees/retirees

in spite of the fact the problem has been largely exacerbated by the software issues:

   …The City will continue to offer support and resources to impacted employees and 

retirees to ensure that they do not face undue harm financially as a result of this 

error. 

L. The City conducts independent audits of its Technology Services (TS) system every

two years.
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M. The City TS Department currently has a staffing level of 58—up from a low of 37.

According to City Officials:

 Ideally, the Department should be staffed at 100.

 It is difficult to recruit and retain qualified personnel when the private

sector pays substantially more.

 With the current staffing level, the Department only maintains the City’s

TS system and has no staff devoted to improvement or innovation.

Per the City…the current ERP needs to be updated to build a more robust

and modern financial reporting system.  The financial commitment

required for that has already begun with $6 Million dollars currently

budgeted towards a project that can ultimately be in excess of $20 million

dollars.  The City is also in the process of finalizing a Request For

Proposal (RFP) with an outside consultant that is scheduled to be released

in November.

N. The term breach under California Civil Code §1798.29 is defined as an

unauthorized acquisition of computerized data that compromises the security,

confidentiality or integrity of personal information maintained by the person or

business.  (See Appendix D)

O. California Civil Code §1798.29(f) also states that if the data breaches affects more

than 500 persons, they must be notified immediately and a report must be

submitted to the California Attorney General’s office.

P. The City hired an outside attorney who specializes in IRS tax matters.

Authorization by the Bakersfield City Council was not required because billing

records indicate the cost was below $40,000.

Q. Previously in another system the City uses to process billing, the City suffered data

breaches between August 11, 2018 and October 1, 2018; and between July 30,

2019 and September 5, 2019.

R. As of October 2021, the City does not have written policies and procedures for

dealing with TS data breaches, internet security issues, and erroneous IRS filings.

The City does not have a written policy that mandates the immediate notification

of employees and retirees that are or may be affected by data breaches and

erroneous filings.

FINDINGS: 

F1. The City initially did not realize the magnitude of the erroneous filings until 

numerous employees and retirees informed them of the problem. 

F2. According to California Civil Code, §1798.29, a data breach did not occur.  
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F3. The City’s response to the erroneous filing has been adequate, although they 

should have informed the retirees sooner.    

F4. Because retirees were not informed until four months later, this put them at risk of 

unnecessarily paying extra taxes, not to mention the risk of identity theft.  This is 

unsettling.  

F5. It is further troubling that the infrastructure of a city as large and prosperous as 

Bakersfield did not discover the internal source of the error for eight months.    

F6. It is inconceivable that in this age of cybercrime, the City does not have written 

Policies and Procedures for dealing with data breaches and possible ransomware.  

A Policies and Procedures Manual will define and mandate the actions to deal with 

breaches and other information issues regarding sensitive information such as 

salaries, employee/retiree data.  

F7. It appears the City’s TS Department is understaffed, to adequately deal with the 

current onslaught of cybercrime.  This places the City in jeopardy of further 

information breaches. 

F8. Current City Finance and TS staff are in dire need of ongoing in-service training 

on quality control issues regarding the current TS system in use.  

COMMENTS: 

The Grand Jury would like to thank the City of Bakersfield for their participation, cooperation 

and assistance in being available for interviews and providing information for this report.      

RECOMMENDATIONS: 

R1. The TS and Finance departments should generate a written Policies and Procedures 

Manual, by the end of the current fiscal year, which mandates the immediate 

notification of all employees and retirees of any data breach or erroneous IRS 

filing.  (Finding 6)   

R2. The TS and Finance departments should create a written Policies and Procedures 

Manual, by the end of the current fiscal year; one that defines and mandates action 

necessary to deal with potential data breaches, malware and ransomware 

information issues.  (Finding 6) 

R3. Within the next three months, devote funding to recruit and retain qualified 

Technology Services staff.  (Finding 7) 

R4. Within the next three months, provide training to TS and Finance staff to deal with 

the inadequacies of the current information data system. (Finding 8) 
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R5. Make it a priority to complete the Request For Proposal (RFP) process and 

implementation of an updated software system.  (Finding 8) 

NOTES: 

• The City of Bakersfield should post a copy of this report where it will be available for

public review.

• Persons wishing to receive an email notification of newly released reports may sign up at:

www.kerncounty.com/grandjury

• Present and past Kern County Grand Jury Final Reports and Responses can be accessed

on the Kern County Grand Jury website:  www.kerncounty.com/grandjury

RESPONSE DEADLINES: 

 REQUIRED WITHIN 90 DAYS FROM:

 PRESIDING JUDGE

KERN COUNTY SUPERIOR COURT

1415 TRUXTUN AVENUE, SUITE 212

BAKERSFIELD, CA 93301

 FOREPERSON

KERN COUNTY GRAND JURY

1415 TRUXTUN AVENUE, SUITE 600

BAKERSFIELD, CA 93301

Reports issued by the Grand Jury do not identify individuals interviewed. Cal. Penal Code § 929 requires that reports of the 

Grand Jury not contain the name of any person or facts leading to the identity of any person who provides information to the 

Grand Jury.
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Appendix A:
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Appendix B:
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Appendix C:
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Appendix D: 

California Civil Code §1798.29: 

“(a)Any agency that owns or licenses computerized data that includes personal 

information shall disclose any breach of the security  of the system following discovery 

or notification of the breach in the security of the data to any resident of California (1) 

whose unencrypted personal information was, or is reasonably believed to have been, 

acquired by an unauthorized person, or, (2) whose encrypted personal information was, 

or is reasonably believed to have been, acquired by an unauthorized person and the 

encryption key or security credential was, or is reasonably believed to have been, acquire 

by an unauthorized person and the agency that owns or licenses the encrypted 

information has a reasonable belief that the encryption key or security credential could 

render that personal information readable  or usable.  The disclosure shall be made in the 

most expedient time possible and without unreasonable delay, consistent with the 

legitimate needs of law enforcement, as provided in subdivision (c), or any measures 

necessary to determine the scope of the breach and restore the reasonable integrity of the 

data system.” 

California Civil Code §1798.29(f) also states if the data breaches effect more than 500 

persons, persons affected must be notified immediately and a report must be submitted to 

the California Attorney General’s Office. 



CITY OF BAKERSFIELD  
 
 
RESPONSE TO ERRONEOUS IRS FILINGS GRAND JURY REPORT 
 

       
FINDINGS:    
 
F1. The City initially did not realize the magnitude of the erroneous filings until numerous 

employees and retirees informed them of the problem. 
 
The City agrees with this finding. However, the City would like to add that the first 
notification from the IRS came to our attention in the middle March 2021 and by the end 
of that month the City had obtained outside counsel to work with the IRS to help fully 
understand the extent of the issue. It was only after working with the IRS that the scope of 
this erroneous filing became apparent.   

 
F2. According to California Civil Code, §1798.29, a data breach did not occur.   

 
The City agrees with this finding. 

 
F3. The City’s response to the erroneous filing has been adequate, although they should have 

informed the retirees sooner.    
 

The City agrees with this finding. Though the City was not made aware of the total number 
of affected individuals until May 2021, information regarding the issue was only 
disseminated to current employees via emails. Retirees should have been notified sooner.  

 
F4. Because retirees were not informed until four months later, this put them at risk of 

unnecessarily paying extra taxes, not to mention the risk of identity theft.  This is unsettling.  
 

The City disagrees with this finding.  As mentioned, the City was not made aware of the 
full extent of the issue until May 2021 and a letter to all affected employees and retirees 
was sent out in July.  During the three months between, the City received phone calls and 
visits from employees and retirees almost daily where staff let them know that no 
payments should be made. In fact, no payments were actually made by retirees directly 
to the IRS with regards to this matter. In addition, this was not a data breach and there is 
no evidence that this incident put any employees or retirees at more risk for identity theft.  

 
F5. It is further troubling that the infrastructure of a city as large and prosperous as Bakersfield 

did not discover the internal source of the error for eight months.     
 
The City partially disagrees with this finding.  The amount of time it took to fully understand 
how this erroneous 1099 filing could have occurred is a function of very slow response 
times from the IRS, misinformation from the current financial software provider and an 
overall deficiency in that system due to its overall age, technologically speaking. City staff 
worked continuously during those eight months to both assist affected individuals and 
work with the IRS to understand how this occurred. The amount of time it took to resolve 



this is disconcerting, but the finding implies that extended period was both the City’s sole 
responsibility and that staff was not working daily to resolve the issue. 

 
F6. It is inconceivable that in this age of cybercrime, the City does not have written Policies 

and Procedures for dealing with data breaches and possible ransomware.  A Policies and 
Procedures Manual will define and mandate the actions to deal with breaches and other 
information issues regarding sensitive information such as salaries, employee/retiree data.  
 
City partially disagrees with this finding. At the time of the investigation, the City was 
already in the process of developing a formalized written security incident management 
program. The City does have procedures for investigating possible cyber incidents and 
malware attacks and those procedures were followed to arrive at the determination that 
there was no breach of any systems.  

   
F7. It appears the City’s TS Department is understaffed, to adequately deal with the current 

onslaught of cybercrime.  This places the City in jeopardy of further information breaches. 
 
City partially disagrees with this finding.  The City would like to clarify and reiterate that 
there was no breach of any systems, as stated in Finding number 2. On staffing, 
the City has been investing in the development of the Technology Services Department 
with the addition of twenty new staff positions over the last three years (which is a 52% 
increase). Four of these positions have been utilized for the development of a security 
team dedicated to enhancing cyber and physical security of City assets. 
Ongoing identification of strategic staffing positions will be requested to bring the staffing 
of the department in line with other similarly sized cities over the next five years through 
the budgeting process.   

 
F8. Current City Finance and TS staff are in dire need of ongoing in-service training on quality 

control issues regarding the current TS system in use.  
 

City partially disagrees with this finding.  Additional training for City staff is always 
preferable and beneficial.  However, the careful review of this case indicated that training 
would have been unlikely to prevent this specific issue. This incident was related to an 
erroneous computer software setting which created an anomaly in staff processes.  This 
incident prompted an immediate review of procedures and settings, which resulted in 
changes to prevent this type of situation in the future. The fact that this type of erroneous 
filing could have occurred was an unknown and only the chain of events that occurred 
revealed that changes were necessary. The City is aware of the overall deficiency in the 
current “TS system” (ERP or core financial software system) and is in the midst of an 
ongoing project to replace that system. Once implemented, the City expects a more 
robust quality control system related to the ERP operations that is indicative of a 21st 
century, modern product.   

  
RECOMMENDATIONS:   
 

R1. The TS and Finance departments should generate a written Policies and Procedures 
Manual, by the end of the current fiscal year, which mandates the immediate 
notification of all employees and retirees of any data breach or erroneous IRS filing.  
(Finding 6)   
 



This recommendation is currently being implemented. The Technology Services 
Department has been developing a formalized and documented Security Incident 
Management Program. This comprehensive program will contain “run books” to 
address the various incidents that could occur with detailed steps to 
mitigate against further harm, implement business continuity plans, and issue 
required notifications.  The Finance Department has made the necessary changes 
to its procedures to prevent these types of filing errors and to provide notifications to 
affected parties should future errors occur.  

 
R2. The TS and Finance departments should create a written Policies and Procedures 

Manual, by the end of the current fiscal year; one that defines and mandates 
action necessary to deal with potential data breaches, malware, and ransomware 
information issues.  (Finding 6) 
 
This recommendation is currently being implemented. The Technology Services 
Department has been developing a formalized and documented Security Incident 
Management Program. This comprehensive program will contain “run books” to 
address the various incidents that could occur with detailed steps 
to mitigate against further harm, implement business continuity plans, and issue 
required notifications.  

 
R3. Within the next three months, devote funding to recruit and retain qualified 

Technology Services staff.  (Finding 7) 
 
This recommendation will not be implemented. It is not feasible to appropriate new 
funding and create new positions to reach a recommended staffing level within 
three (3) months. As previously noted, the City has been investing in the buildup of 
the Technology Services Department over the last three years with the addition of 
twenty (20) new positions. Due to market competition the City, like other public 
agencies, experiences difficulties in attracting and hiring highly technical positions, 
and has particular challenges related to Technology Services. Recruitment efforts 
are ongoing and additional staffing will be addressed in a strategic manner 
through the normal mid-year and annual budgeting process over several years.  

 
R4. Within the next three months, provide training to TS and Finance staff to deal with 

the inadequacies of the current information data system. (Finding 8) 
 
This recommendation has been implemented. Training and procedures have been 
developed and presented to the staff who work with these transactions to mitigate 
this from happening again.  

 
R5. Make it a priority to complete the Request For Proposal (RFP) process and 

implementation of an updated software system.  (Finding 8) 
 
This recommendation has been implemented. The City has issued an RFP to replace 
the current ERP and proposals are due on January 20th.  The full implementation of 
any new ERP can take two years or more, but the City recognizes the tremendous 
improvement to operational effectiveness and efficiency a new system will provide. 
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